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Introduction 

Actiance, based out of Belmont, California, was formed in 1997.  Their first products focused on capturing 

data from instant messages, web chat, and email.  Actiance has two main product lines today – Vantage 

(IM and Collaboration content capture/control) and Socialite (Social Media capture/control).   

Socialite can be further broken into Socialite Enable and Socialite Engage.   Engage provides the ability 

to manage access to social networks such as Facebook, Twitter, and LinkedIn and is used to provide 

greater control on what is shared via social networks.   Actiance has also has Socialite Insight to help 

gauge success of a social media campaign.    

Actiance has entered into a partnership agreement to allow Symantec to resell Actiance products.  These 

products are tightly integrated with Enterprise Vault and Clearwell.    

This document covers six different topics.  The first two topics provide an overview of Vantage and 

Socialite Enable.  The next topic covers how Vantage and Socialite integrate with Enterprise Vault 

followed by an eDiscovery example.  Finally, licensing options and use cases are covered. 
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Vantage 

Vantage has the ability to capture and control instant messages from public IM networks, enterprise IM 

networks (such as Microsoft Lync), community networks (such as Bloomberg), as well as web and 

messaging networks (such as Live Meeting).  This captured content can be archived by Enterprise Vault 

where content will be indexed and stored.   

Table 1 provides an overview of the messaging platforms supported by Vantage. 

Messaging Category Supported Platforms 

Public IM Networks   AOL Instant Messenger 

 Google Talk 

 Skype 

 Windows Live Messenger  

 Yahoo Messenger 

Enterprise IM Networks   Microsoft Lync and Office Communication Server 

 IBM Sametime 

 Cisco Unified Presence 

Enterprise Collaboration  IBM Connections 

 Microsoft SharePoint 

 Jive 

Messaging
1
  Blackberry Messenger, SMS, PIN-to-PIN, and call logs 

Industry Focused Solutions
2
  Reuters 

 Bloomberg 

 Yellow Jacket 

 Pivot 

 Hub 

 Indii 

 BazaarVoice 

 MindAlign 

Table 1 - Platforms Supported by Vantage 

Vantage offers a wide range of features for managing and capturing messaging.  These features include 

security, management and control as well as compliance. 

For security, Vantage has the ability to scan instant messages (and any file attachments) to ensure that 

there are no viruses, malware, or SpIM
3
.  Vantage can enforce data loss prevention (to ensure certain 

                                                      

 

1
 The archiving of Blackberry message content is not currently supported with Enterprise Vault 

2
 The archiving of Industry Focus Solutions content is not currently supported with Enterprise Vault 

3
 SpIM is similar to email spam but in an instant messaging environment 
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types of data such as HIPAA related or credit card information are not being sent) and also protect 

against day zero worms and known malicious URLs.   

For management and control features, Vantage has the ability to set IM policies, control file transfers, 

monitor IM content to search for certain language or keywords, and provide real-time disclaimers (such as 

“This conversation is being monitored.”). 

For compliance, Vantage can log all conversations (with the ability to archive to Enterprise Vault).  This is 

convenient for eDiscovery purposes.  Vantage will also keep track of the message ordering in the logs.   

Vantage also has the ability to match user screen names to employee names by integrating with 

corporate directories.  User information is imported directly into Vantage via read-only access to the 

directory.  Synchronization can happen automatically at specified intervals or manually.  This directory 

integration can also be used to authenticate employee logins to the Vantage Manager interface. The 

following corporate directory types are supported: 

 Microsoft Active Directory 

 Sun ONE Directory 

 Lotus Domino Directory 

 Novell eDirectory 

 Tivoli Directory Service 

Architectural Overview 

Vantage supports a wide range of operating systems, databases, and hardware as detailed below: 

Hardware Requirements: 

 Pentium 4 (2GHz) or higher 

 2GB RAM 

 40GB of available hard disk space 

 100Mb or better network connection 

Supported Operating Systems: 

 Windows 2000 Server, Windows Server 2003, Windows Server 2008 (including R2) 

 Red Hat Enterprise Linux 3.0 or ES 4.0 

Supported Databases: 

 Microsoft SQL Server 2000, 2005, or 2008 (including R2) 

 Oracle 9i, 10g, or 11g – Oracle should be installed on a separate server 

Vantage is also supported in a VMware environment. 
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The architecture for Vantage includes at least one Vantage server in the enterprise.  Additional servers 

may be required depending on the number of users and the types of messaging systems being used.  

Figure 1 illustrates a high level overview of all the potential messaging types in an environment supported 

by Vantage. 

 

Figure 1 - Vantage Architectural Overview 

Capturing Messages from Enterprise IM Networks 

Vantage has an API that can be installed on messaging platforms such as Microsoft Lync, OCS, and 

Sametime.  This API will capture messages that have been sent by users and stored on the Vantage 

server and can also block certain activities depending on the policies set up in Vantage. 

Capturing Messages from Public IM Networks 

Capturing public IM messages requires at least one change in the enterprise as detailed below: 

 DNS redirection – DNS records for public IM servers (such as Yahoo Messenger and AOL Instant 

Messenger) can be changed for internal networks to point to the Vantage server.  When a public 

IM client (within the enterprise) attempts to connect to the public IM server, the client will connect 

to the Vantage server.  Depending on how policies are configured in Vantage, Vantage will 

forward the IM request to the public server.  
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 Proxy – Public IM clients can be configured to use a proxy that would point to the Vantage server. 

All IM traffic will be routed through the Vantage server.  Depending on how policies are 

configured in Vantage, Vantage will forward the IM request to the public server. 

Vantage Manager 

Vantage has a web-based utility, entitled Vantage Manager, that allows the administrator to define 

policies for public and enterprise IM networks as well provide reporting (as shown in Figure 2).   

 

Figure 2 - Vantage Management Interface for the System Administrator 

Vantage also offers roles-based administration.  There are five predefined roles available:  System 

Administrator, User Administrator, Global Reviewer, Group Supervisor, and Employee.  Tasks available to 

each role are defined in Figure 3.   
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Figure 3 - Roles Based Management in Vantage 

Socialite 

Socialite has the ability to control and monitor user activities on social media sites such as Facebook, 

Twitter, and LinkedIn.  There are two different versions of Socialite: Engage and Enable.  This whitepaper 

will focus on Socialite Enable as Enable has the ability to capture social media activity and archive these 

activities to Enterprise Vault.  A detailed list of use cases for Socialite Enable is covered in Table 2. 
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Issue Control Requirements 

Identity Management  Ensure that all the different logins of an individual link back to their 

corporate identity 

Activity Control  Posting of content allowed for marketing but read-only for everyone else 

Granular Application Control 

 

Employees can access Facebook, but not Facebook Chat or Facebook 

Games 

Anti-Malware Protect network against hidden phishing or Trojan attacks 

Data Leak Prevention Protect organization from employees disclosing sensitive information 

Moderation Messages posted only upon approval by designated compliance officer 

Export of data Export stored data to any Enterprise Vault archive 

Table 2 - Socialite Enable Usage Examples 

Content that is stored by Socialite Enable can be exported to Enterprise Vault.  This content can be 

indexed and discoverable by Enterprise Vault, Clearwell, and Discovery Accelerator.   

Architectural Overview 

Socialite Enable has two deployment modes, On-Premise and Software as a Service (SaaS) as well as 

two deployment methods Proxy and API.  The Proxy deployment method tracks everything that a user 

does, regardless of the pages that have been visited (these activities can also be moderated).  Social 

network traffic is either forwarded to the SaaS or on-premise server via either a PAC
4
 file or Proxy 

Forwarding.   The API method tracks everything that happens on a particular on a social media page, 

regardless if the user is monitored.   

 

 

 

 

 

 

                                                      

 

4
 A PAC (or Proxy auto-config) file defines how web browsers and other user agents can automatically choose the appropriate proxy 

server for opening certain web pages. 
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Figure 4 illustrates the two different deployment methods. 

 

Figure 4 - Socialite Deployment Method Comparison 

Proxy Method 

When using the Proxy method, all user traffic is routed through Socialite.  Everything that the user does is 

managed.  Figure 5 provides a workflow overview of how data is captured using the SaaS Proxy method.  

Depending on what policies are configured for the user, the user may or may not able to perform certain 

functions on a social media page (such as clicking on “Like” on a Facebook page).  

 

Figure 5 – Capturing Social Network Data (using SaaS Proxy method) 
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Socialite can also be set up so that a reviewer can review the activity before it is posted to the social 

media network.  If approved, the activity is then forwarded.  All transcripts can be exported to Enterprise 

Vault for archiving.  Figure 6 provides an overview of the whole process. 

 

 

Figure 6 - Proxy Access Flowchart 

Advantages of the Proxy method: 

 Real-time control of data and activities 

 Granular control over features and applications 
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Disadvantage of the Proxy method: 

 User must be on a managed endpoint or network 

API Method 

When using the API method, Socialite monitors the user or community page on a social media site 

through network APIs.  In order for the API method to capture data from social media pages, the following 

actions must occur (also illustrated in Figure 7): 

1. User authorizes Socialite to get API access to the social network (Facebook, Twitter, and 

LinkedIn).   

2. Socialite connects to the social network via API access.  

 

Figure 7 – SaaS API Workflow Diagram 

Once a user authorizes Socialite for a social media network, Socialite will be able to capture all activities 

performed by the user on that social media site.  This data is stored in Socialite and can be exported to 

Enterprise Vault for archiving.  

Advantage of API method: 

 Everything that happens on a targeted social media page is monitored and archived 

Disadvantages of the API method: 

 No control over feature or application access.  For example, the user cannot be blocked to “Like” 

pages on Facebook. 
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Requirements for an On-Premise Installation 

If the deployment of Socialite will be on on-premise, the installation is recommended to be as a virtual 

machine as the resourced required are not demanding. 

 RAM:  4GB 

 CPU Cores:  Two (minimum), Four (recommended) 

 Disk space:  At least 80GB 

 Network Interface Cards (physical, on host): 

o Two (minimum) 

o Three (recommended)  

o 100 Mbit or faster 

 VMware Requirements: 

o VMware Server versions 1.06, 1.07, or 2.0 

o VMware ESX Server 3.5 or higher 

Socialite Capture Options 

Socialite has a wide variety of options for controlling and monitoring user access to social networks.  The 

Socialite Enable administration web page controls all aspects of administration and configuration. Figure 

8 provides a high level overview of which social media widgets (Apps) can be monitored.  
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Figure 8 – Social Networking Widget Categorization 

The Socialite administrator can allow or block access to social media widgets and functions as illustrated 

in Figure 9.  If certain users within the organization should not have access to Twitter or certain Facebook 

features, access can be blocked.   
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Figure 9 - Social Media Feature Control 

Social media networks often add and remove features.  An example is where Facebook introduced the 

Timeline option which changes the way a user’s home page appears on Facebook.  Actiance constantly 

monitors social networks for changes and makes updates to the Socialite management interface as 

needed.   

Use Cases 

There are many different use cases for using Vantage and Socialite.  This section will provide different 

scenarios where Actiance and Enterprise Vault can assist with compliance and eDiscovery. 

Capturing IM Conversations 

A publicly-traded manufacturing company named Widgets-Are-Us will be releasing their financial results 

for the past quarter within a few days.  One of the company’s research and development directors, Joe, 

has been working on a new project that has dramatically increased company revenues over the past 

quarter. 

Joe has been chatting with his sister about this new project using Yahoo Instant Messenger over the past 

week.  Although Joe hasn’t provided a lot of details about the project, he states that he should really have 

a good bonus for this quarter.  His sister realizes the potential revenue impact of the project.  Based on 

the limited information, she buys stock in the company before the financial results are released.   

A few months later, a complaint is registered with the Security and Exchanges Commission against 

Widgets-Are-Us for insider training.  The company begins its investigation to determine who may have 
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leaked information about financial results or details on company products.  Widgets-Are-Us uses Vantage 

to capture all public IM conversations and archives these conversations with Enterprise Vault.  The 

company also uses Clearwell for eDiscovery.   

Vantage has exported the whole conversation on Yahoo Messenger between Joe and his sister as one 

item to Enterprise Vault.  The legal counsel for Widgets-Are-Us uses Clearwell to search archived content 

on Enterprise Vault and discovers the potentially incriminating conversation thread between Joe and his 

sister.   

Since the conversation between Joe and his sister took place over many days, Vantage has the ability to 

export the full conversation thread with replies every 24 hours to Enterprise Vault.  Clearwell has the 

ability to filter each day’s exports by using the Conversation ID that was applied by Vantage.   

Capturing Facebook Activity 

AcmeTrade is a financial services company that specializes in stock and bond trading.  They are subject 

to compliance regulations by the SEC and must monitor all employee activities on the internet.   

Bill and Julie, employees of AcmeTrade, like to use Facebook to communicate with friends and family.  

The company uses the Socialite to monitor all employee activities on Facebook. The monitoring captures 

activity from Facebook such as wall postings and “Likes”. 

As a part of a periodical review of employee activity, Jane reviews Facebook activities.  She initiates a 

search with the search term “guaranty”.  The search reveals a Facebook wall posting that contains a 

conversation between Bill and a friend.  Since Socialite was able to archive the whole Facebook 

wall/timeline posting, it was determined that the term “guaranty” was used in reference to a football game 

and not a guaranty of any financially-related content.  

Socialite also has the ability to have a reviewer approve content before it is posted to a social network.  

Julie clicked “Like” on a manufacturing company’s Facebook page.  Phil, who reviews employee activities 

on Facebook through Socialite, inadvertently approved Julie’s activity and, as a result, Julie’s “Like” was 

posted on Facebook.  Phil and Julie’s activities were exported and archived in Enterprise Vault. 

As Julie is an employee of AcmeTrade, it may appear that AcmeTrade endorses the manufacturing 

company based on Julie’s activities.  Jane, using Discovery Accelerator, was able to discover these 

activities by Julie and Phil and reported the findings to management.   
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Vantage and Socialite Integration with Enterprise Vault 

Capturing Content in Enterprise Vault 

Current integration between Vantage, Socialite, and Enterprise Vault can be done in two different ways.  

The first way is to export captured content to a journal mailbox on an Exchange or Domino server, and 

then ingest into Enterprise Vault via journal archiving.  The second method is to directly archive content 

using the Enterprise Vault API.   

Journal Filter 

Content archived via a journal mailbox is passed through a Journal Filter (which was developed by 

Actiance).  This filter extracts the extended metadata that was inserted into the message by Vantage to 

the journal mailbox.  This extended metadata contains the actual time and dates of the conversation 

instead of when the message was sent.  For example, a conversation may have happened on November 

5
th
, but the message was sent on November 6

th
 to the journal mailbox.  This is extremely beneficial for 

eDiscovery as the actual dates of the conversation will show up in a search.  The extended metadata also 

contains other name/value pairs which are useful for eDiscovery in Clearwell.  When Socialite is hosted 

(SaaS), the only available export option to Enterprise Vault is using the Journal Filter method. 

 

EV API 

Using the EV API will eliminate the need to send captured conversations to a journal mailbox and can be 

directly ingested into Enterprise Vault.  The same extended metadata available in the journal mailbox 

method is also available using the API.  The EV API method may be preferred as it is not necessary to 

set up a journal mailbox infrastructure or to accommodate large emails that may exceed the maximum 

message size for the organization’s email environment. 
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Vantage 

 

Figure 10 - Vantage Integration with Enterprise Vault 

Vantage needs to be configured to export messages to Enterprise Vault. Using Vantage Manager, the 

system administrator can configure the export as shown in Figure 11.  
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Figure 11 - Configuring Exports in Vantage Manager 

Multiple exporters can be configured in Vantage Manager.  Each exporter can be set to: 

 Export conversations from specified groups 

 Export all views of a conversation or skip duplicates 

 Export internal only, external only, or all conversations 

 Export all or selected networks 

 Activate at specified intervals 

 Process a set number of transcripts each time it is activated 

 Format email header and body information specific to that exporter 

 Substitute email address for buddy name where known 
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Figure 12 provides an example of an exported conversation.  This conversation was sent to a journal 

mailbox. 

 

Figure 12 - Exported Conversation Sample 
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Socialite 

 

Figure 13 - Socialite Integration with Enterprise Vault 

Socialite needs to be configured to export messages to Enterprise Vault.  Using the Socialite Enable 

administration web page, the system administrator can configure the export as shown in Figure 14.  

 

Figure 14 - Configuring Export Options for Socialite 
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Additional filters can be created by defining Exporter Filters (Figure 15) and Transcripts (Figure 16) in the 

Socialite Enable administration web page. Transcripts include the different content and action types that 

can be exported such as “View Home” or “View Profile”. 

 

Figure 15 - Configuring Exporter Filters 

 

Figure 16 - Choosing Which Transcripts to Export 



Enterprise Vault Whitepaper – Actiance Integration with Enterprise Vault  

Page 21 

 

eDiscovery 

Exported content from Vantage and Socialite can be discovered and reviewed using Enterprise Vault 

Browser Search, Discovery Accelerator, and Clearwell.  Jive will be the example used for the following 

scenario discussed in this section.  Figure 17 and Figure 18 show a conversation from the Jive platform 

and has been captured by Vantage. 

 

Figure 17 - Jive Conversation 
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Figure 18 - Jive Conversation (continued) 

Enterprise Vault Browser Search 

Figure 19 provides an example of how the exported Jive conversation would appear in Enterprise Vault 

Browser Search.   
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Figure 19 - Jive Conversation View in EV Browser Search 

Discovery Accelerator 

Extended metadata can be used to narrow down search results.  For example, a search can be set up to 

only include conversations on Jive (stored in the Network Source metadata tag) from John Smith (stored 

in the Send Name and Sender Email metadata tags) to another user (Participants metadata tag).  Search 

terms can also be applied such as “buy now” or “sell now”.  A full list of metadata types can be found in 

Appendix A. 

Figure 20 shows how the archived Jive conversation appears in Discovery Accelerator. 
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Figure 20 - Archived Conversation View in Discovery Accelerator 

Symantec Clearwell 

Clearwell can collect archived content from Enterprise Vault.  Depending on the way content has been 

captured by Enterprise Vault (Journal Filter or EV API), it is necessary to select the correct source,  

archive type, and archive as shown in Figure 21 and Figure 22. 
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Figure 21 - Selecting the Source in Clearwell 
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Figure 22 - Selecting the Archive in Clearwell 

Filters can be configured for the “collection” of content into Clearwell.  To only search for Jive 

conversations, an attribute for MessageType that matches Jive (as shown in Figure 23) would be added 

to the Filter.  A full list of metadata types can be found in Appendix A.   
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Figure 23 - Defining the Filter in Clearwell 

Additional filtering can be applied such as sender and date (as show in Figure 24), Retention Category, 

and keywords.   

 

Figure 24 - Filtering by Sender and Date Range in Clearwell 

Once collection has been completed, captured content can be reviewed in Clearwell as shown in Figure 

25. 
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Figure 25 - Clearwell Review 
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Licensing 

Vantage 

Vantage is licensed per named user per network.  For example, all public IM is considered one network.   

A separate license would also be required for all corporate IM (such as Microsoft Sync). If an organization 

desires to have both public and corporate IM networks managed, two separate licenses would be 

required per user. 

Socialite 

Socialite is licensed per user on a subscription basis.  The subscription is renewed yearly and covers the 

following social media networks:  Facebook, Twitter, and LinkedIn.  

Enterprise Vault 

Licensing for Enterprise Vault will depend on the way content is exported from Vantage or Socialite.  If the 

export method is SMTP/Journal Mailbox, a journal archiving license is required.  If the export method 

uses the Enterprise Vault API, no additional licensing is required provided the product is purchased 

through Symantec.  If purchased directly from Actiance, a Custom Archive License is required. 
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Conclusion 

Actiance provides two solutions to help organizations control and capture activities by employees on 

public and corporate IM networks and corporate collaboration networks (Vantage) as well as social media 

networks such as Facebook, Twitter, and LinkedIn (Socialite).   

Captured content can be exported and archived into Enterprise Vault.  The archived content can then be 

searched by Clearwell and Discovery Accelerator.  This allows organizations to provide a more complete 

picture of their environment when the need for eDiscovery arises by not only being able to search mail 

and file archives, but also have the ability to search against instant messages and social media networks. 

 



 

 

APPENDIX A – Metadata Types  

The following table lists the available metadata types provided by Vantage and Socialite. These metadata 

types can be used in Clearwell and Discovery Accelerator. 

Content to 
Capture 

Description 
Available in 
Vantage 

Available in 
Socialite 

Field to search 
against 

Sender Name 

The first and last name of the 
initiator of the conversation (i.e. 
initial post creator) formatted as 
FirstName LastName. If the names 
are not available, 
buddyname@networkName.im is 
used. 

Yes Yes 
Display Name P1 
Message 

Sender Email 

The e-mail address of the of the 
initiator of the conversation (i.e. 
initial post creator) If the e-mail 
address is not used, 
buddyname@networkName.im is 
used. 

Yes Yes 
 Sender of P1 
Message 

Participants 

A list of the participant buddy 
names, separated by commas. The 
buddy name who started the 
conversation is not listed, unless 
there are no other participants. 
 
Note: The buddy names in the 

participants list cannot be separated 
from the list and used to populate 
individual e-mail headers. 

Yes Yes 
Display Name of 
P1 Message  

Participants 
Email 

A list of participant employee e-mail 
addresses, separated by 
commas. The e-mail address for the 
employee who started the 
conversation is not listed. If a 
participant is not an employee or 
does 
not have an 
e-mail address, 
buddyname@networkName.im is 
used. 

Yes Yes 
Recipient of P1 
message 

Network 
Source and 
Content Type 

Network Source: The name of the 

network used for the conversation 
will be populated as Platform with 
the specific communication type (ex. 
Facebook Chat, Facebook Post, 
Facebook profile update)     
Content Type: What type of 

communication occurred within the 
Networks (ex. Facebook Chat, 
Facebook Post, Facebook profile 
update) 

Yes Yes 

Vault.MsgType  

(Example: .if you 
only have the 
Network  than 
Vault.MsgType = 
Facebook - If you 
have Network and 
ContentType: 
Vault.MsgType = 
Facebook.ProfileUp
date) 

Start Time 
The date/time of activity.   In the 
case of a conversation, the first 
activity will populate the date field. 

Yes Yes 
Sent/Received date 
of P1 message 



 

 

Content to 
Capture 

Description 
Available in 
Vantage 

Available in 
Socialite 

Field to search 
against 

Date of Activity 

Populate date for each post/reply or 
the date that the item was created.  
This field will hold multiple 
dates/times for conversational 
content all of which will be indexed. 

Yes Yes EVSP.Date 

Parent Subject Top-level item subject Yes 
Inbox 
messages only 

Email Subject 

Child Subject Display within the artifact only 
 

No N/A 

Tampered Y/N 

If true, the transcript was tampered 
with (someone modified or deleted 
one or more lines of text in the 
database). If false, the transcript 
was not tampered with. 

Yes Yes EVSP.tampered 

Parent URL  
URL of the page the item was taken 
from 

No No 
EVSP.OriginalLoca
tion 

Participant ID 

A list of participant employee IDs, 
separated by commas.   The 
employee ID for the employee who 
started the conversation is not listed.   
If a participant is not an employee, 
buddyname@networkName.im is 
used 

Yes Yes 

Journal Envelope, 
message 
recipients, or 
EVSP.Participant 

Resource 
Name 

Name of the blog/wiki/etc. Yes No EVSP.Title 

Outgoing 
Message? 

Whether or not the first message 
was sent from the employee to a 
participant 
participant 

Yes No SM.OutgoingFlag 

ObjectID 

This is provided by Jive to uniquely 
identify a specific item.  An example 
of its use is to show the original 
object and then display the same 
object ID with any deletions or 
modifications.    

Yes No 

This will be shown 
in the 
message/artifact 
and will not be 
captured as 
metadata 

Conversation 
Identifier 

To be used within Clearwell to 
match a conversation to one that 
was delivery previously (ex. 
Conversation spans 24 hours and is 
delivered on Monday and again on 
Tuesday with additional content). 

Yes Yes 
EVSP.Conversatio
nIndexID 

ParentID 
Links one or more ObjectID to the 
parent object to show hierarchy (ex. 
reply-to-reply) 

Yes No EVSP.Parent 
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